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Notice to Readers
This alert replaces Service Organizations: New Reporting Options—2010/11.
This alert is intended to provide guidance to

r

r

r

r

auditors using a report on the fairness of the presentation of a
description of a service organization's system, the suitability of
the design of controls included in the description, and, in a type
2 report, the operating effectiveness of those controls (SOC 1SM
report) when applying AU-C section 402, Audit Considerations
Relating to an Entity Using a Service Organization (AICPA, Professional Standards), in an audit of the financial statements of an
entity that uses a service organization. The acronym SOC stands
for service organization controls, as in SOC 1 report or SOC 1
engagement.
service auditors examining and reporting on the fairness of the
presentation of a service organization's description of its system,
the suitability of the design of controls and, in a type 2 engagement, the operating effectiveness of those controls under AT section 801, Reporting on Controls at a Service Organization (AICPA,
Professional Standards).
service auditors examining and reporting on a service organization's description of its system, the suitability of the design of
controls included in the description, and, in a type 2 engagement,
the operating effectiveness of those controls under AT section 101,
Attest Engagements (AICPA, Professional Standards), using the
description criteria in paragraphs 1.34–.35 of the AICPA Guide
Reporting on Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy
(SOC 2) and the trust services principles and criteria set forth
in TSP section 100, Trust Services Principles, Criteria, and Illustrations for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Technical Practice Aids) (SOC 2SM
engagement).
practitioners examining and reporting on the effectiveness of a
service organization's controls over the security, availability, processing integrity, confidentiality, or privacy of its system under
AT section 101, using the trust services principles and criteria set
forth in TSP section 100, and the guidance in appendix C, "Practitioner Guidance on Scoping and Reporting Issues," of TSP section
100 (SOC 3SM engagement). The primary difference between these
reports and SOC 2 reports is that SOC 3 reports do not contain a
description of the service auditor's test of control and results.

This alert also may be helpful to management of an entity that uses a service
organization (user entity) in determining which type of SOC report best meets
its needs.
This publication is an other attestation publication, as defined in AT section 50,
SSAE Hierarchy (AICPA, Professional Standards). Other attestation publications have no authoritative status; however, they may help the service auditor
understand and apply Statement on Standards for Attestation Engagements.

ARA-SCO

iv

Alert

As stated in paragraph .08 of AT section 50, a practitioner may apply the
attestation guidance included in an other attestation publication if he or she is
satisfied that, in his or her judgment, it is both relevant to the circumstances
of the attestation engagement and appropriate. Other attestation publications
published by the AICPA that have been reviewed by the AICPA Audit and
Attest Standards Staff are presumed to be appropriate.
In addition, this publication is an other auditing publication, as defined in AUC section 200, Overall Objectives of the Independent Auditor and the Conduct of
an Audit in Accordance With Generally Accepted Auditing Standards (AICPA,
Professional Standards). Other auditing publications have no authoritative
status; however, they may help the auditor understand and apply generally
accepted auditing standards.
In applying the auditing guidance included in an other auditing publication,
the auditor should, using professional judgment, assess the relevance and appropriateness of such guidance to the circumstances of the audit. The auditing
guidance in this document has been reviewed by the AICPA Audit and Attest
Standards staff, is published by the AICPA, and is presumed to be appropriate.
This document has not been approved, disapproved, or otherwise acted on by
a senior technical committee of the AICPA.
Recognition
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The AICPA gratefully acknowledges those members of the Auditing Standards
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How This Alert Helps You
.01 This alert assists auditors (user auditors) in using a service organization controls (SOC) 1 report in an audit of the financial statements of an
entity that uses a service organization. A SOC 1 engagement is performed under AT section 801, Reporting on Controls at a Service Organization (AICPA,
Professional Standards), and the resulting report addresses the fairness of the
presentation of the service organization's description of its system, the suitability of the design of the controls included in the description, and, in a type
2 report, the operating effectiveness of those controls. User auditors obtain
audit evidence to draw reasonable conclusions on which to base their opinion
by performing

r
r

risk assessment procedures and
further audit procedures that comprise
— tests of controls when the user auditor's assessment of
the risks of material misstatement includes an expectation that the controls were operating effectively and that
substantive procedures alone cannot provide sufficient
appropriate audit evidence.
— substantive procedures that include tests of details and
substantive analytical procedures.

.02 The user auditor should develop an audit plan that includes, among
other things, a description of the nature and extent of planned risk assessment
procedures, as determined under AU-C section 315, Understanding the Entity
and Its Environment and Assessing the Risks of Material Misstatement (AICPA,
Professional Standards). AU-C section 315 defines risk assessment procedures
as the audit procedures performed to obtain an understanding of the entity and
its environment, including the entity's internal control, in order to identify and
assess the risks of material misstatement, whether due to fraud or error, at
the financial statement and relevant assertion levels. This alert assists user
auditors in obtaining an understanding of an entity's internal control over
financial reporting and assessing the risk of material misstatement of the
entity's financial statements when an entity uses a service organization. This
alert is designed to assist practitioners in planning and performing SOC 1,
SOC 2, and SOC 3 (jointly known as service organization controls or SOC)
engagements and will also assist service auditors in determining the scope of
the engagement and in helping management determine the type of SOC report
that best meets their needs.
.03 This alert is an important tool to help you identify the significant
risks that may exist in your engagements and provides information about
current attest and auditing developments. For developing issues that may
have a significant effect on SOC engagements in the near future, see the "On
the Horizon" section of this alert.
.04 Factors to be considered by the service auditor in planning an attest
engagement include preliminary judgments about attestation risk and materiality. As stated in footnote 9 of paragraph .45 of AT section 101, Attest
Engagements (AICPA, Professional Standards), attestation risk is the risk that
the practitioner may unknowingly fail to appropriately modify his or her attest
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report on the subject matter or an assertion that is materially misstated. It
consists of (a) the risk (consisting of inherent risk and control risk) that the
subject matter or assertion contains deviations or misstatements that could be
material and (b) the risk that the practitioner will not detect such deviations
or misstatements (detection risk). This alert helps service auditors with this
aspect of the risk assessment procedures.
.05 In addition, the alert may be used by management of a user entity in
determining which type of SOC report they need in their specific circumstances.

Introduction
Overview—SOC 1, SOC 2, and SOC 3 Engagements and Reports
.06 AT section 801 provides guidance to service auditors engaged to report on controls at a service organization that are likely to be relevant to
user entities' internal control over financial reporting. A service auditor may
be engaged to examine and report on controls at a service organization relevant to subject matter other than user entities' internal control over financial
reporting (for example, controls that affect the availability of a service organization's system). The applicable attestation standard for SOC engagements
may vary, depending on the subject matter. To make service auditors aware of
the various professional standards for examining and reporting on controls at
a service organization and to help service auditors select the appropriate standard for a particular engagement, the AICPA has introduced the term SOC
reports.
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.07 The following table identifies differences between SOC 1, SOC 2, and
SOC 3 engagements and related reports.
SOC 1 Reports

SOC 2 Reports

SOC 3 Reports

Under what
professional
standard is
the
engagement
performed?

AT section 801,
Reporting on
Controls at a
Service
Organization
(AICPA,
Professional
Standards).

AT section 101,
Attest
Engagements
(AICPA,
Professional
Standards).

AT section 101.

What is the
subject
matter of the
engagement?

Controls at a
service
organization
relevant to user
entities' internal
control over
financial
reporting.

Controls at a
service
organization
relevant to
security,
availability,
processing
integrity,
confidentiality, or
privacy.

Controls at a
service
organization
relevant to
security,
availability,
processing
integrity,
confidentiality, or
privacy.

If the report
addresses the
privacy principle,
the service
organization's
compliance with
the commitments
in its statement of
privacy practices.

If the report
addresses the
privacy principle,
the service
organization's
compliance with
the commitments
in its privacy
notice.1
(continued)

1
Entities that collect personal information generally establish and document their policies regarding the nature of the information they collect and how that information will be used, retained,
disclosed, and disposed of or anonymized. These policies and the entity's commitment to adhere to
them when included in a written communication to individuals about whom personal information is
collected (sometimes referred to as data subjects) are referred to as a privacy notice. A privacy notice
also includes information about such matters as the purpose of collecting the information, the choices
individuals have related to their personal information, the security of such information, and how
individuals can contact the entity with inquiries, complaints, and disputes related to their personal
information. When a user entity collects personal information from individuals, it typically provides
a privacy notice to those individuals.
When a service organization is involved in any of the phases of the personal information life
cycle, it may or may not be responsible for providing a privacy notice to the individuals about whom
information is collected. If the user entity is responsible for providing the privacy notice, the service
organization provides a statement of privacy practices to the user entities that includes the same
types of policies and commitments as would be included in a privacy notice, but the statement is
written from the perspective of the service organization communicating its privacy-related policies
and commitments to the user entities. The statement of privacy practices provides a basis for the
user entities to prepare a privacy notice to be sent to individuals or for ensuring that the service
organization has appropriate practices for meeting the existing privacy commitments of user entities.

ARA-SCO .07
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What is the
purpose of
the report?

What are the
components
of the
report?

SOC 1 Reports

SOC 2 Reports

SOC 3 Reports

To provide the
auditor of a user
entity's financial
statements with
information and a
service auditor's
opinion about
controls at a
service
organization that
may be relevant to
a user entity's
internal control
over financial
reporting. It
enables the user
auditor to perform
risk assessment
procedures and, if
a type 2 report is
provided, to use
the report as audit
evidence that
controls at the
service
organization are
operating
effectively.

To provide
management of a
service
organization, user
entities, and other
specified parties
with information
and a service
auditor's opinion
about controls at
the service
organization
relevant to
security,
availability,
processing
integrity,
confidentiality, or
privacy.

To provide
interested parties
with a service
auditor's opinion
about controls at
the service
organization
relevant to
security,
availability,
processing
integrity,
confidentiality, or
privacy.
A report that
addresses the
privacy principle
also provides a
service auditor's
opinion about the
service
organization's
compliance with
the commitments
in its privacy
notice.

A description of
the service
organization's
system.

A description of
the service
organization's
system.

A written
assertion by
management of
the service
organization
regarding the
description of the

A written
assertion by
management of
the service
organization
regarding the
description of the

A type 2 report
that addresses the
privacy principle
also provides
information and a
service auditor's
opinion about the
service
organization's
compliance with
the commitments
in its statement of
privacy practices.

A description of
the system and its
boundaries2 or, in
the case of a
report that
addresses the
privacy principle,
a copy of the
service
organization's
privacy notice.

2
These descriptions are typically less detailed than the descriptions in service organization
controls (SOC) 1 or SOC 2 reports and are not covered by the service auditor's opinion.
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SOC 1 Reports
service
organization's
system, the
suitability of the
design of the
controls, and, in a
type 2 report, the
operating
effectiveness of
the controls in
achieving the
specified control
objectives.

SOC 2 Reports

service
organization's
system, the
suitability of the
design of the
controls, and, in a
type 2 report, the
operating
effectiveness of
the controls in
meeting the
applicable trust
services criteria. If
A service auditor's the report
addresses the
report that
privacy principle,
contains an
the assertion also
opinion on the
covers the service
fairness of the
organization's
presentation of
compliance with
the description of
the commitments
the service
in its statement of
organization's
privacy practices.
system, the
suitability of the
A service auditor's
design of the
report that
controls to achieve contains an
specified control
opinion on the
objectives, and, in fairness of the
a type 2 report,
presentation of
the operating
the description of
effectiveness of
the service
those controls, a
organization's
description of the
system, the
service auditor's
suitability of the
tests of the
design of the
controls, and the
controls to meet
results of the
the applicable
tests.
trust services
criteria, and, in a
type 2 report, the
operating
effectiveness of
those controls.
If the report
addresses the
privacy principle,
the service
auditor's opinion

5

SOC 3 Reports
A written
assertion by
management of
the service
organization
regarding the
effectiveness of
controls in
meeting the
applicable trust
services criteria
and, if the report
addresses the
privacy principle,
compliance with
the commitments
in the service
organization's
privacy notice.
A service auditor's
report on whether
the entity
maintained
effective controls
over its system as
it relates to the
principle being
reported on (that
is, security,
availability,
processing
integrity,
confidentiality, or
privacy), based on
the applicable
trust services
criteria.
If the report
addresses the
privacy principle,
the service
auditor's opinion
on whether the
service
organization
complied with the
commitments in
its privacy notice.
(continued)
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SOC 1 Reports

SOC 2 Reports

SOC 3 Reports

on whether the
service
organization
complied with the
commitments in
its statement of
privacy practices.
In a type 2 report,
a description of
the service
auditor's tests of
controls and the
results of the
tests.
In a type 2 report
that addresses the
privacy principle,
a description of
the service
auditor's tests of
the service
organization's
compliance with
the commitments
in its statement of
privacy practices
and the results of
those tests.
Who are the
intended
users of the
report?

ARA-SCO .07

Management of
the service
organization, user
entities during
some or all of the
period covered by
the report (for
type 2 reports),
user entities as of
a specified date
(for type 1
reports), and
auditors of the
user entities'
financial
statements.

Management of
the service
organization and
other specified
parties who have
sufficient
knowledge and
understanding of
the following:

•

The nature of
the service
provided by the
service
organization

Anyone.
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SOC 1 Reports

SOC 2 Reports

•

•
•

•
•

7

SOC 3 Reports

How the service
organization's
system
interacts with
user entities,
subservice
organizations,
and other
parties
Internal control
and its
limitations
Complementary
user-entity
controls and
how they
interact with
related controls
at the service
organization to
meet the
applicable trust
services criteria
The applicable
trust services
criteria
The risks that
may threaten
the
achievement of
the applicable
trust services
criteria and how
controls address
those risks

Period of Coverage
SOC 1 Reports
.08 A SOC 1 report can either be a type 1 or type 2. Paragraph .07 of AT
section 801 defines the two report types as follows:

r

Type 1 report. Report on management's description of a service
organization's system and the suitability of the design of controls.
A report that comprises the following:
a. Management's description of the service organization's
system.

ARA-SCO .08
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b. A written assertion by management of the service organization about whether, in all material respects and based
on suitable criteria,
i. management's description of the service organization's system fairly presents the service organization's system that was designed and implemented as of a specified date.
ii. the controls related to the control objectives
stated in management's description of the service
organization's system were suitably designed to
achieve those control objectives as of the specified
date.
c. A service auditor's report that expresses an opinion on the
matters in (b)(i)–(b)(ii).
Type 2 report. Report on management's description of a service organization's system and the suitability of the design and operating
effectiveness of controls. A report that comprises the following:
a. Management's description of the service organization's
system.
b. A written assertion by management of the service organization about whether, in all material respects and based
on suitable criteria,
i. management's description of the service organization's system fairly presents the service organization's system that was designed and implemented throughout the specified period.
ii. the controls related to the control objectives
stated in management's description of the service organization's system were suitably designed
throughout the specified period to achieve those
control objectives.
iii. the controls related to the control objectives
stated in management's description of the service organization's system operated effectively
throughout the specified period to achieve those
control objectives.
c. A service auditor's report that
i. expresses an opinion on the matters in (b)(i)–
(b)(iii).
ii. includes a description of the tests of controls and
the results thereof.

.09 In a type 1 SOC 1 engagement, the report and management's assertion are as of a specified date. In a type 2 SOC 1 engagement, the report and
management's assertion are for a specified period. Although the determination
of the period covered is up to the discretion of the service organization's management, as stated in paragraph .A42 of AT section 801, a type 2 report that
covers a period that is less than six months is unlikely to be useful to user
entities and their auditors. If management's description of the service organization's system covers a period that is less than six months, the description
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may describe the reasons for the shorter period and, if the reason is disclosed
in the description, the service auditor's report may include that information as
well. Circumstances that may result in a report covering a period of less than
six months include the following:

r
r
r

The service auditor was engaged close to the date by which the
report is needed and evidence of the operating effectiveness of
controls cannot be obtained retroactively. (For example, testing
the control requires that the service auditor observe the control
being performed.)
The service organization's system or controls have been in operation for less than six months.
Significant changes have been made to the controls and it is not
practicable to wait six months before issuing a report or to issue
a report covering the system both before and after the changes.

SOC 2 and SOC 3 Reports
.10 Similar to a SOC 1 engagement, there are two types of reports in a
SOC 2 engagement: type 1 and type 2. In a type 1 SOC 2 engagement, the
service auditor's report and management's assertion are as of a date. In a type
2 SOC 2 engagement, the service auditor's report and management's assertion
cover a period of time. In a SOC 3 engagement there is only one type of report
(there is no type 1 or type 2 SOC 3 report); however, the report may be as of a
specified date or for a specified period.
.11 AT section 101 requires the service auditor's report to specify the point
in time or period covered by the report. The point in time or period covered by
the service auditor's report must match the point in time or period identified
in management's assertion.
.12 The following are factors that management of a service organization
may consider in establishing the reporting period:

r
r
r

The anticipated users of the report and their needs
The need for contiguous coverage between reports
The degree and frequency of change in each of the system components

Trends in the Industry Related to SOC 1, SOC 2,
and SOC 3 Engagements
.13 Practitioners have reported that, generally, the period covered by a
type 2 SOC 1 report is anywhere from 6–12 months. For type 2 SOC 2 reports
and SOC 3 reports, the period covered by the report may be as short as 3
months. Many user entities are requiring type 2 SOC 1 reports to cover at least
a 12-month period that includes as many months of the user entities' financial
statement reporting period as possible, with at least 9 months of coverage.
Some service organizations are providing a type 2 SOC 1 report multiple times
during the year due to varying financial statement year-ends. They may do this
by providing a rolling 12-month report or by reporting on a semiannual basis.
In SOC 2 and SOC 3 engagements, the trend has been for the initial report to
cover a shorter period and the subsequent reports to cover a 12-month period.
Ultimately it is up to management of the service organization to determine the
appropriate time period selected for coverage.
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SOC Resources
SOC Designated Website
.14 In order to provide service auditors and user auditors with the resources they need, the AICPA created a designated SOC website that provides
information on understanding and performing SOC engagements. It also provides information to user entities on how to mitigate the risks associated with
outsourced services. Among the resources on the designate SOC website are
the SOC 1 and SOC 2 guides.
.15 The SOC 1 guide, Service Organizations: Reporting on Controls at a
Service Organization Relevant to User Entities' Internal Control Over Financial
Reporting, which was updated as of May 1, 2013, is designed to assist service
auditors in examining and reporting on a service organization's controls over
the services it provides to user entities when those controls are likely to be
relevant to user entities' internal control over financial reporting. In April 2010,
the Auditing Standards Board issued Statement on Standards for Attestation
Engagements (SSAE) No. 16, Reporting on Controls at a Service Organization
(AICPA, Professional Standards), which has been codified in the attestation
standards as AT section 801. SSAE No. 16 replaced the requirements and
guidance for service auditors that were previously included in AU section 324,
Service Organizations (AICPA, Professional Standards). An objective of the
SOC 1 guide is to help service auditors transition from performing a SOC 1
engagement under Statement on Auditing Standards (SAS) No. 70 to doing so
under AT section 801.
.16 The SOC 2 guide, Reporting on Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy
(SOC 2), which was updated as of March 1, 2012, provides how-to guidance
for service auditors performing examinations under AT section 101 to report
on controls at a service organization relevant to the security, availability, or
processing integrity of the service organization's system, or the confidentiality
or privacy of the information processed by the system. It includes a new comprehensive illustrative type 2 SOC 2 report and expanded information on the
unique challenges and risks service auditors will encounter in performing SOC
2 or SOC 3 engagements for cloud computing service organizations.
.17 In addition to these two SOC guides, there are other publications
listed on the website, as well as a list of SOC continuing professional education
(CPE) courses, SOC webcasts, and SOC articles and blog posts. The website
also includes information on the two SOC logos, one for service auditors and
the other for service organizations. (For more information on the SOC logos,
see the "SOC Logos Versus SOC Seal" section in this alert.)

Help Desk: For additional information, view the SOC website at www.aicpa
.org/soc.
In addition, the AICPA is in the process of developing a SOC 3 guide that
will be released with the revised trust services principles and criteria of the
AICPA's Technical Practice Aids. See the "On the Horizon" section of this
alert for a discussion on the project to revise the trust services principles and
criteria as well as the timeline.
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SOC School
.18 In order to gain a deeper understanding of SOC engagements, common practice issues, and foundational knowledge to effectively perform SOC
engagements, the AICPA has developed a live CPE course titled "Service Organization Controls (SOC) School: Advanced Guidance for Successful Engagements," which is given at various times throughout the year.
.19 The SOC School course is designed to educate service auditors who
want to learn how to provide high quality SOC 1, SOC 2, and SOC 3 services
to their clients.
Help Desk: For more information on the SOC School, visit the website
at www.cpa2biz.com/AST/Main/CPA2BIZ Primary/SOC/PRDOVR∼PCSOC213/PC-SOC213.jsp.

User Auditor’s Use of a SOC 1 Report
Determining the Need for a SOC 1 Report
.20 Paragraph .02 of AU-C section 402, Audit Considerations Relating
to an Entity Using a Service Organizations (AICPA, Professional Standards),
states that many entities outsource aspects of their business activities to organizations that provide services ranging from performing a specific task under
the direction of the entity to replacing entire business units or functions of the
entity. Many of the services provided by such organizations are integral to the
user entity's business operations; however, not all of those services are relevant
to the audit of the user entity's financial statements.
.21 An entity's use of a service organization does not compel a user auditor
to obtain a SOC 1 report to plan the audit. The first step in assessing whether
a SOC 1 report is necessary is to determine whether and how the services
provided by the service organization are relevant to the user entity's financial
statement assertions.
.22 Paragraph .03 of AU-C section 402 states that services provided by
a service organization are relevant to the audit of a user entity's financial
statements when those services and the controls over them affect the user
entity's information system, including related business processes, relevant to
financial reporting. Examples of such relevant services may include processing
certain transactions on behalf of the user entity, providing information that
affects valuations and disclosures in the user entity's financial statements,
and providing IT services that affect the user entity's internal control over
financial reporting. In addition to controls at the service organization that are
likely to be relevant to the user entity's internal control over financial reporting,
other controls, such as controls over the safeguarding of assets, may also be
relevant to the financial statement audit. A service organization's services are
part of a user entity's information system (including related business processes)
relevant to financial reporting if these services affect any of the following:
a. The classes of transactions in the user entity's operations that are
significant to the user entity's financial statements.
b. The procedures within both IT and manual systems by which the
user entity's transactions are initiated, authorized, recorded, pro-
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cessed, corrected as necessary, transferred to the general ledger,
and reported in the financial statements.
c. The related accounting records, supporting information, and specific accounts in the user entity's financial statements that are used
to initiate, authorize, record, process, and report the user entity's
transactions. This includes corrections to information and how that
information is transferred to the general ledger; the records may
be in either manual or electronic form.
d. How the user entity's information system captures events and conditions, other than transactions, that are significant to the financial
statements.
e. The financial reporting process used to prepare the user entity's financial statements, including significant accounting estimates and
disclosures.
f. Controls surrounding journal entries, including nonstandard journal entries used to record nonrecurring, unusual transactions, or
adjustments.

Obtaining an Understanding of the Service Provided by a Service
Organization Including Internal Control
.23 Paragraph .09 of AU-C section 402 states that when obtaining an
understanding of the user entity in accordance with AU-C section 315, the user
auditor should obtain an understanding of how the user entity uses the service
of a service organization in the user entity's operation, including the following:
a. The nature of the services provided by the service organization and
the significance of those services to the user entity, including their
effect on the user entity's internal control
b. The nature and materiality of the transactions processed or accounts or financial reporting processes affected by the service organization
c. The degree of interaction between the activities of the service organization and those of the user entity
d. The nature of the relationship between the user entity and the
service organization, including the relevant contractual terms for
the activities undertaken by the service organization
.24 Knowledge obtained through the user auditor's previous experience
with the service organization (for example, experience during other audit engagements or use of the prior year's SOC 1 report) may be helpful in obtaining
an understanding of the nature of the services provided by the service organization. This may be particularly helpful if the services at the service organization
and controls over those services are highly standardized.
.25 If the user auditor has determined that the service organization's services are part of the user entity's information system, the related significance
of those services should be assessed before deciding to gain an understanding
of the controls in place at the service organization. As the significance of the
service organization's services increases, the user auditor's understanding of
the service organization controls will need to be more thorough in order to
properly plan the audit.
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Requirements After Obtaining a SOC 1 Report
.26 Once a user auditor has determined that a SOC 1 report is needed and
plans to use the type 1 or type 2 SOC 1 report as audit evidence to support the
user auditor's understanding of the design and implementation of controls at
the service organization, it is important for the user auditor to do the following:

r
r

r

Evaluate whether the type 1 report is as of a date or, in the case
of a type 2 report, for a period that is appropriate for the user
auditor's purposes.
Evaluate the sufficiency and appropriateness of the evidence provided by the report for the understanding of the user entity's
internal control relevant to the audit. (Will it enable the user auditor to obtain a sufficient understanding of the relevant controls
at the service organization to identify and assess the risks of material misstatement in the user entity's financial statements and
design and perform further audit procedures responsive to those
risks?)
Determine whether complementary user entity controls identified
by the service organization are relevant in addressing the risks of
material misstatement relating to the relevant assertions in the
user entity's financial statements and, if so, obtain an understanding of whether the user entity has designed and implemented such
controls.

.27 If the SOC 1 report will be used to reduce the level of assessed control
risk related to certain transactions or account classes, it is important for the
user auditor to determine if the report is sufficient for (a) meeting the audit
objectives and (b) obtaining information about the operating effectiveness of
controls.
.28 As stated in paragraph .07 of AU-C section 402, the objectives of the
user auditor, when the user entity uses the services of a service organization,
are to

r
r

obtain an understanding of the nature and significance of the
services provided by the service organization and their effect on
the user entity's internal control relevant to the audit sufficient
to identify and assess the risks of material misstatement, and
design and perform audit procedures responsive to those risks.

.29 In order to determine if the type 1 or type 2 SOC 1 report provides
sufficient appropriate evidence in the circumstances, it is important for the
user auditor to be satisfied with the service auditor's professional competence
and independence from the service organization, as well as the adequacy of the
standards under which the report was issued.
.30 If the user auditor plans to use a type 2 SOC 1 report as audit evidence that controls at the service organization are operating effectively, it is
important for the user auditor to consider

r

evaluating whether the type 2 report is for a period that is appropriate for the user auditor's purposes (for example, the extent to
which the period covered by the type 2 SOC 1 report aligns with
the period covered by the user entity's financial statements);
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determining whether complementary user entity controls identified by the service organization are relevant in addressing the
risks of material misstatement relating to the relevant assertions
in the user entity's financial statements and, if so, obtaining an
understanding of whether the user entity has designed and implemented such controls and, if so, testing their operating effectiveness;
evaluating the adequacy of the time period covered by the tests of
controls and the time elapsed since the performance of the tests
of controls; and
evaluating whether the tests of controls performed by the service
auditor and the results thereof, as described in the service auditor's report, are relevant to the assertions in the user entity's
financial statements and provide sufficient appropriate audit evidence to support the user auditor's risk assessment.

Common User Auditor Issues for SOC 1 Reports
SOC 1 Report Does Not Address All of the Services Provided
By the Service Organization
.31 A service organization may provide multiple services but may not
provide a SOC 1 report for all of those services. For that reason, it is particularly
important for the user auditor to determine which services are covered by a
particular report.
.32 For services that are not covered by the SOC 1 report and for which the
user auditor is unable to obtain from the user entity, a sufficient understanding
is needed of the nature and significance of the services provided by the service
organization and their effect on the user entity's internal control. Paragraph
.12 of AU-C section 402 requires the user auditor to obtain that understanding
from one or more of the following procedures:

r
r
r

Contacting the service organization, through the user entity, to
obtain specific information
Visiting the service organization and performing procedures that
will provide the necessary information about the relevant controls
at the service organization
Using another auditor to perform procedures that will provide the
necessary information about the relevant controls at the service
organization

Period Covered By the SOC 1 Type 2 Report is Not Sufficient
for the User Auditor’s Needs
.33 The period addressed by a type 2 SOC 1 report usually will not be
identical to the financial statement period of the user entity. When the periods
are not identical, the user auditor should consider whether the report provides
sufficient appropriate evidence to meet his or her needs to reduce audit risk
to an appropriate level. In many instances in which the period addressed by
the SOC 1 report and the financial statement audit period differ, the difference
in periods is sufficiently small, therefore the user auditor is able to reduce
audit risk to an appropriate level by testing only user entity controls, if such
controls exist. In evaluating whether the difference in the periods is sufficiently
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small, it is important for the user auditor to consider AT section 801, which
indicates that a type 2 SOC 1 report that covers a period that is less than six
months is unlikely to be useful to user entities and their auditors. However,
the user auditor may determine that a report covering more than six months
is necessary to reduce audit risk to an appropriate level.
.34 If the user auditor concludes that the period of coverage is insufficient,
and sufficient additional evidence is not available from the user entity, the user
auditor should perform the procedures in paragraph .12b–d of AU-C section
402. Such procedures may involve

r

r
r
r

inquiring of the service organization regarding changes in (1) the
risks that threaten the achievement of the control objectives, (2)
the design of controls, and (3) the operating effectiveness of controls. Because such inquiries are common, many service organizations prepare responses to common inquiries in advance that are
often communicated by the service organization through a letter (commonly called a bridge letter). Responses to such inquiries
may provide the user auditor with evidence about the period not
covered by the SOC 1 report, but such inquiry based procedures
alone may not provide the user auditor with sufficient evidence to
reduce audit risk to an acceptable level.
requesting that the service organization obtain an additional type
2 SOC 1 report that addresses the portion of the financial statement period that is not covered by the initial report.
visiting the service organization and performing procedures.
using another auditor to perform the additional procedures in an
examination engagement or agreed-upon procedures engagement
performed in accordance with the attestation standards.

An Inclusive Subservice Organization’s Assertion Does Not Address
All of the Minimum Criteria
.35 Paragraph .14 of AT section 801 instructs the service auditor to determine whether the criteria used by management to prepare its description
include, at a minimum, the matters listed in paragraph .14. All of the criteria
in paragraph .14 are to be used for all descriptions, unless specified criteria are
not applicable. When a SOC 1 report is prepared using the inclusive method,
the included subservice organization is only responsible for that portion of the
description and controls related to their services. That responsibility will vary
by the nature of the service provided to the primary service organization, as
well as the effect of those services on the user entities. For example, a subservice organization may only be responsible for the fairness of the presentation
of the description of the services it provides to the primary service organization and for the operating effectiveness of controls that were designed by the
primary service organization. In these instances, the description will include
the design of the controls at the subservice organization. However, the criteria
in the subservice organization's assertion will not address the suitability of the
design of the controls; the criteria in the service organization's assertion will
address the suitability of the design of the controls and the service organization
will take responsibility for the design of the controls in its assertion. On the
other hand, a subservice organization providing IT outsourcing services may
include all the criteria in paragraph .14 in its assertion because it provides
its own description of its services, specifies its own control objectives, identifies
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the risks that threaten the achievement of those control objectives, and designs
and operates the controls addressing those risks.

The SOC 1 Report Carves Out Subservice Organizations
.36 The service organization may elect to carve out from its description,
and from the engagement, subservice organizations that include controls that
are necessary for the service organization to achieve its control objectives. In
these situations, the user auditor may be able to obtain a SOC 1 report from the
subservice organizations. Paragraph .A64 of AT section 801 indicates that if
the service provided by the subservice organization is relevant to a user entity's
internal control over financial reporting, the user entity and, by analogy, the
user auditor are intended users of the subservice organization's SOC 1 report.
In certain situations, a SOC 1 report for a subservice organization may not
be available to the user auditor. In those circumstances, the user auditor determines whether the user entity has implemented effective controls over the
services provided by the subservice organization, in which case the user auditor
would not need to obtain evidence about the operating effectiveness of relevant
controls at the subservice organization. For example, a service organization
may use a subservice organization to provide securities pricing information,
but the user entity compares prices reported by the service organization to
prices obtained from a separate service. In such a situation, the user entity
is not dependent on controls at the subservice organization to obtain accurate
securities pricing information because it has implemented its own controls to
achieve that control objective.
.37 If the user auditor determines that the user entity has not implemented controls over the services provided by the subservice organization, and
those services are relevant to the user entity's internal control over financial
reporting, the user auditor should apply the guidance in paragraph .12b–d of
AT section 801. If the user auditor is unable to obtain additional evidence, the
user auditor considers the effect of this limitation on his or her opinion of the
user entity's financial statements.

Service Auditor Expresses a Qualified Opinion Because of Deviations
Identified in Tests of Controls
.38 Deviations noted by the service auditor, or a modified opinion in the
service auditor's report, do not automatically mean that the service auditor's
report will not be useful to the user auditor in assessing the risks of material
misstatement. Rather, the user auditor uses that information to determine the
effect of the service organization's controls that were not operating effectively,
if any, on the user entity's financial statements as a basis for assessing risk.

User Auditor Determines the Type 1 or Type 2 Report is Not Sufficient
for His or Her Needs
.39 Generally, a SOC 1 report is intended to meet the common needs of a
broad range of user entities. However, the needs of each user entity may differ.
When reading a SOC 1 report, it is important for a user auditor to consider
whether the description of the service organization's system includes enough
detail to address the particular facts and circumstances of the user entity's
internal control and whether the controls tested in the SOC 1 report address
all of the relevant risks of material misstatement of the user entity's financial statements. For example, materiality for a user entity experiencing large
operating losses may be significantly below materiality for the broad range of
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user entities. As a result, a certain class of transactions that is immaterial
for the broad range of user entities may be material for the particular user
entity. In this situation, the SOC 1 report might not cover that specific class
of transactions. For example, in situations where the service organization is a
third-party administrator for benefits, expense for company-owned life insurance may be immaterial for a broad range of user entities, but material for a
smaller entity.

Service Auditor Expresses a Qualified Opinion Regarding the Design
or Operating Effectiveness of Controls
.40 If a report qualification relates to the design or operating effectiveness
of controls, it is important for the user auditor to consider the effect of that
qualification on the user entity's financial statements. In certain situations,
the control objective to which the qualification relates may not be relevant to
the user entity's financial statements. For example, if the control objective of an
investment custodian related to the investment valuation services is qualified,
it may not be relevant to a particular user entity because the user entity uses
an independent service for asset valuation.
.41 In considering the deviations and matters giving rise to a qualified
opinion, the user auditor may contact the service auditor through the user
entity to discuss the particular facts leading to the qualification with the service
auditor.
.42 When the qualified control objective is relevant to the user entity, the
user auditor may be able to identify controls for the user entity that address
the specific risks leading to the qualification. The user auditor will need to
either perform the procedures at the service organization or at the user entity
to obtain sufficient appropriate evidence regarding the user entity's financial
statement assertion, or consider modifying the financial statement opinion in
accordance with AU-C section 705, Modifications to the Opinion in the Independent Auditor's Report (AICPA, Professional Standards).
Help Desk: Although specific to employee benefit plans, the information
contained in the AICPA Practice Aid Using an SSAE No. 16 Service Auditor's
Report (SOC 1 Report) in Audits of Employee Benefit Plans has comprehensive
and general information for all user auditors.

SOC 1 Engagements
SOC 1 Guide Updates
.43 Since the issuance of the AICPA Guide Service Organizations: Applying SSAE No. 16, Reporting on Controls at a Service Organization (SOC 1)
in June 2011, the Service Organization Guide Task Force has been working
on updating the 2013 edition to include additional implementation guidance.
Because SSAE No. 16 has been codified as AT section 801, the title of the guide
has been changed to Service Organizations: Reporting on Controls at a Service Organization Relevant to User Entities' Internal Control Over Financial
Reporting.
.44 The new guide has been revised to reflect the clarified auditing standards wherever they are referenced. For example, chapter 2, "Understanding
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How a User Auditor Uses a Type 1 or Type 2 Report," of the guide, which addresses understanding how a user auditor uses a SOC 1 report, was redrafted
to reflect AU-C section 402.
.45 The following list includes some of the more significant changes to the
guide:

r
r

r

r

r

r
r
r
r
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A new table to assist service auditors in differentiating between
a vendor and a subservice organization.
New guidance on additional modifications that may be made to
the service auditor's report and management's assertion when a
service organization uses the carve-out method to present a subservice organization. Controls at the subservice organization are
necessary to achieve certain, or in some cases, most of the service organization's controls objectives. Also, an illustrative opinion paragraph and a management assertion were added to illustrate the combined effects of a carved-out subservice organization,
the optional modifications, and the need for complementary user
entity controls.
For the carve-out method, the inclusion of a table that presents (1)
various scenarios in which the service organization's level of dependency on controls at the subservice organization varies and (2)
the effect of the level of dependency on the service organization's
ability to achieve its control objectives, management's assertion,
the description of the service organization's system, and the service auditor's report.
A new appendix (appendix B, "Illustrative Assertions by Management of a Subservice Organization for a Type 2 Engagement in
Which the Inclusive Method is Used to Present the Subservice Organization") that provides illustrative assertions by management
of a service organization and management of a subservice organization for a type 2 SOC 1 engagement in which the inclusive
method is used to present the subservice organization.
The addition of "Illustrative Management Representation Letters," which includes illustrative representation letters for management of a service organization and management of a subservice
organization when the subservice organization is presented using
the inclusive method, to appendix C, "Illustrative Management
Representation Letters."
A new appendix (appendix D) titled "Reporting on IT General
Controls Only: Illustrative Management Assertions and Service
Auditor's Reports."
New illustrative control objectives for general business processes
and defined contribution plans for appendix E, "Illustrative Control Objectives for Various Types of Service Organizations."
Additional guidance for situations in which there is a gap between
the end of the period covered by one report and the beginning of
the period covered by the subsequent report; key controls occur
during this gap period.
Additional guidance for situations in which a control objective
consists of multiple elements and only certain elements of the
control objective have been achieved.

r
r
r
r
r
r
r
r
r
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Revisions for the illustrative risks in tables 4-1–4-3 that make
them more comprehensive, which thereby assists service auditors
in evaluating the suitability of the design of controls.
New guidance on determining when an entity is an indirect user
entity of a service auditor's report.
Reordered paragraphs that address subservice organizations.
Additional examples of risks that threaten the achievement of the
master data control objective.
The removal of SSAE No. 16 from appendix A, "Reporting on
Controls at a Service Organization." Changes have been made to
SSAE No. 16 to reflect the clarified auditing standards (AT section
801). SSAE No. 16, as published, is no longer current.
Additional guidance on the service auditor's responsibility regarding information provided by the service organization.
An explanation on why management is not asserting to the effectiveness of controls at a carved-out subservice organization.
Revisions on guidance for management's responses to identified
deficiencies.
Additional guidance for situations in which the service auditor is
unable to test the operating effectiveness of controls (for example,
the event that would trigger the operation of the control did not
occur during the period covered by the report) and how it affects
the service auditor's report.

Evaluating the Service Organization’s Description and Controls
.46 As stated in paragraph .06 of AT section 801, one of the service auditor's objectives is to obtain reasonable assurance about whether, in all material
respects, based on suitable criteria, management's description of the service
organization's system fairly presents the system that was designed and implemented throughout the specified period (or in the case of a type 1 report, as of
a specified date).
.47 It is important for the user auditor to obtain sufficient information to
understand the flow of transactions, the risks surrounding how the user entity
uses the services of the service organization, the controls that address those
risks, the tests of controls that the service auditor performed, and the results
of those tests. See the "User Auditor's Use of a SOC 1 Report" section of this
alert for additional information on the requirements for user auditors.

Common Deficiencies in the Service Organization’s Descriptions
.48 Management of the service organization is responsible for preparing
the description of the service organization's system, including the completeness, accuracy, and method of presentation of the description. During planning,
management of the service organization is responsible for selecting the criteria
to be used in preparing the description of the service organization's system.
Minimum criteria for the description are provided in paragraph .14 of AT section 801. When the inclusive method is used, these requirements also apply
to the subservice organization. The following are a few common deficiencies in
the service organization's description of the system that have been identified
by service auditors:
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Controls objectives included in the description are not relevant to
user entities internal control over financial reporting
System descriptions are not sufficient for the user auditor to understand the flow of transactions or the processes by which services are provided
The description of controls does not enable the user auditor to
obtain a sufficient understanding of the control activity in order
to assess the risk of material misstatement at the assertion level

.49 If the service organization wants to include control objectives in the
description that are not relevant to the user entities' internal control over financial reporting, the service auditor may consider asking the service organization
to remove these control objectives from the description and may suggest that
management of the service organization engage a service auditor to separately
report on those control objectives under AT section 101. In addition, if the subject matter includes controls relevant to the security, availability, processing
integrity, confidentiality, or privacy of a system, the practitioner may suggest
that the entity consider undergoing a SOC 2 engagement.

The Criteria Included in Management’s Assertion
Are Not Complete
.50 Management of the service organization is responsible for selecting the
criteria to be used to evaluate the system description, as well as the suitability
of design and operating effectiveness of controls. It is also responsible for stating
those criteria in its written assertion. Paragraphs .14–.16 of AT section 801
present the minimum criteria for the content of the description of the service
organization's system and the minimum criteria for the suitability of design
and operating effectiveness (for type 2 reports) of controls.
.51 All of the criteria in paragraph .14 of AT section 801 should be used to
evaluate all descriptions, unless specified criteria are not applicable. Similarly,
all the criteria in paragraph .15 of AT section 801 should be used for evaluating
the suitability of the design of controls and, for type 2 SOC 1 reports, all of
the criteria in paragraph .16 of AT section 801 should be used in evaluating
the operating effectiveness of controls. Additional criteria may be needed, for
example, to meet a regulatory requirement relevant to internal control over
financial reporting.
.52 When applicable criteria are omitted from management's assertion or
the wording of the criteria in the assertion does not meet the minimum criteria,
the criteria are not likely suitable for the intended purpose. Examples of an
inappropriate omission of criteria identified by some service auditors include

r
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whether the description consists of the procedures (within both an
automated and a manual system) by which services are provided,
including, as appropriate, procedures by which transactions are
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corrected as necessary; and
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— transferred to the reports and other information prepared for user entities.
whether management's description of the service organization's
system does not omit or distort information relevant to the service
organization's system.

.53 Some service auditors have also noted wording changes to the criteria
(for example, insertion of qualifying language such as material or significant).
When the criteria stated by management in its assertion do not include the
minimum criteria, the service auditor should request management to modify
the assertion to include the minimum criteria. If management does not modify
its assertion appropriately, the service auditor may disclaim an opinion or
withdraw from the engagement.

The Services Provided By the Service Organization Include
Transaction or Other Information Processing,
Software-as-a-Service, or Business Process Services,
But the SOC 1 Report Provided Covers Only General IT Controls
.54 When a service organization provides services related to the processing
of transactions or other information, software-as-a-service, or business process
services, the systems description should describe those services in accordance
with paragraph .14 of AT section 801. The description needs to include the procedures through which the services are provided, including automated processing and the associated control objectives and related controls. If management's
description does not include these processes, the service auditor modifies his
or her opinion for the omission of one or more control objectives and related
controls.
.55 When a service organization provides only IT data center services, the
service organization's control objectives will address only general IT controls.
Help Desk: For additional information on performing and reporting on SOC
1 engagements, see the SOC 1 guide, Service Organizations: Reporting on
Controls at a Service Organization Relevant to User Entities' Internal Control
Over Financial Reporting, on CPA2Biz at www.cpa2biz.com/AST/Main/
CPA2BIZ Primary/SOC/PRDOVR∼PC-0127910/PC-0127910.jsp?cm vc=
PDPZ1.

SOC 2 Engagements
Overview
.56 A service auditor may be engaged to report on a description of a
service organization's system and the suitability of the design and operating
effectiveness of controls relevant to security, availability, processing integrity,
confidentiality, or privacy. The decision about which principles the description
will address is usually made by management of the service organization and is
often based on input from users.
.57 Unlike SOC 1 reports, the primary users of SOC 2 reports are not user
auditors but rather management of the service organization and management
of the user entities. SOC 2 reports are intended to assist management of the
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user entities in carrying out their responsibility for monitoring the services
provided by a service organization. SOC 2 reports also may be useful to a user
entity's internal auditors or risk management function.
.58 When undergoing a SOC 2 engagement, management of a service
organization is responsible for the following:

r
r
r

r

Preparing a description of the service organization's system
Providing a written assertion
Determining
—

whether the engagement will be a type 1 or type 2 engagement;

—

which principle(s) will be addressed in the engagement;

—

the scope of the engagement; and

—

whether any subservice organizations will be included
in, or carved out of, the description of the service organization's system and the service auditor's report (see
the "Inclusive Versus Carve-Out Method" section of this
alert).

Having a reasonable basis for its assertion

.59 During planning, the service auditor is responsible for the following:

r
r
r

Determining whether to accept or continue the engagement
Reading the description of the service organization's system and
obtaining an understanding of the system
Establishing an understanding with management of the service
organization, which ordinarily is documented in an engagement
letter, regarding the services to be performed and the responsibilities of management and the service auditor

.60 As discussed previously, a SOC 2 report can be a type 1 or a type 2. A
type 1 report is a report on management's description of a service organization's
system and the suitability of the design of controls. A type 2 report is a report on
management's description of a service organization's system and the suitability
of the design and operating effectiveness of controls.
.61 Because management of a user entity is responsible for assessing
risks to the user entity and establishing and maintaining controls that address
those risks, management of the user entity will need information about the
design and operating effectiveness of controls at the service organization that
affect the service provided to the user entity. A type 1 SOC 2 report does not
include tests of the operating effectiveness of controls and the results of the
tests, therefore it is unlikely to provide users with sufficient information to
assess the effectiveness of controls at the service organization that address
risks related to the outsourced service. However, a type 1 SOC 1 report may be
useful to a user entity in understanding the service organization's system and
controls.

Inclusive Versus Carve-Out Method
.62 It is important for management of the service organization to determine whether controls over the functions performed by an organization from
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which it has contracted services are needed to meet one or more of the trust
services criteria. If so, the service organization is considered a subservice organization. It is important that all subservice organizations are identified as soon
as possible during the planning phase of the examination in order to effectively
plan the SOC 2 engagement. If the service organization uses the inclusive
method to present the subservice organization, the description should include
all of the elements identified in paragraphs 1.34–.35 of the AICPA Guide Reporting on Controls at a Service Organization Relevant to Security, Availability,
Processing Integrity, Confidentiality, or Privacy as they relate to the subservice
organization. Although these relevant aspects would be considered a part of
the service organization's system, the portion of the system that is attributable
to the subservice organization should be separately identified.
.63 If the service organization uses the carve-out method to present the
subservice organization, the description of the service organization's system
identifies the following:

r
r
r
r
r

The nature of the service provided by the subservice organization
If the description addresses the privacy principles, any aspects
of the personal information life cycle for which responsibility has
been delegated to the subservice organization, if applicable
Each of the applicable trust services criteria that are intended to
be met by controls at the subservice organization, either alone or
in combination with controls at the service organization
The types of controls expected to be implemented at carved-out
subservice organizations that are necessary to meet the applicable
trust services criteria, either alone or in combination with controls
at the service organization
If the description addresses the privacy principle, the types of
activities that the subservice organization would need to perform
to comply with the service organization's privacy commitments

.64 It is important for the service auditor to obtain an understanding of
the services provided by organizations identified as subservice organizations by
management of the service organization in order to determine whether controls
at those organizations affect the service organization's ability to achieve the
relevant trust services criteria and assess whether management has made an
appropriate determination about whether these organizations are subservice
organizations.

Procedures Performed for SOC 2 Engagement Used
for SOC 3 Engagement
.65 The procedures performed in a SOC 2 engagement may enable a service auditor to report on a SOC 3 engagement as well. However, because a
SOC 3 engagement requires that all of the applicable trust services criteria
be met in order for the practitioner to issue an unqualified opinion, certain
conditions would preclude the service auditor from issuing an unqualified SOC
3 opinion. For example, in a SOC 3 engagement, if the service organization
has carved out subservice organizations from its system description, it would
prevent the service auditor from issuing an unqualified SOC 3 opinion. Under
TSP section 100, Trust Services Principles, Criteria, and Illustrations for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA,
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Technical Practice Aids), the scope of the engagement needs to include all subservice organizations for which controls would need to operate effectively in
order to meet the applicable trust services criteria. (See the "Inclusive Versus
Carve-Out Method" section of this alert.)

Deficiencies in SOC 2 Descriptions
.66 Common deficiencies in the fairness of the presentation of the description noted by service auditors performing SOC 2 engagements include the
following:

r
r
r

The description includes controls that have not been implemented.
The descriptions of processes and the related controls are incomplete so that the user is unable to understand the flow of processing through the system. For example, the description of the flow
of transactions does not answer the questions, "Who?," "What?,"
"Where?," "When?," and "How?."
If any of the applicable trust services criteria are intended to be
met by controls at the subservice organization, alone or in combination with controls at the service organization, the description
does not identify the controls expected to be implemented at a
carved-out subservice organization.

Use of a Specialist
.67 In some instances, when performing a SOC 2 engagement, the service
auditor may determine that he or she does not possess sufficient knowledge of
or experience with certain aspects of the engagement. As stated in paragraphs
.21–.22 of AT section 101, the second general standard is that the practitioner
must have adequate knowledge of the subject matter. A practitioner may obtain adequate knowledge of the subject matter through formal or continuing
education, including self-study, or through practical experience. However, AT
section 101 does not necessarily require a practitioner to personally acquire
all of the necessary knowledge of the subject matter to be qualified to express
a conclusion. This knowledge requirement may be met, in part, through the
use of one or more specialists if the practitioner has sufficient knowledge of
the subject matter to (a) communicate to the specialist the objectives of the
work and (b) evaluate the specialist's work to determine if the objectives were
achieved.
.68 Although a SOC 2 engagement is an attest engagement, the guidance
contained in the auditing standards may be extremely useful when using a
specialist. AU-C section 620, Using the Work of an Auditor's Specialist (AICPA,
Professional Standards), addresses the auditor's responsibilities relating to the
work of an individual or organization possessing expertise in a field other than
accounting or auditing when that work is used to assist the auditor in obtaining
sufficient appropriate audit evidence.
.69 As stated in paragraphs .07 and .09 of AU-C section 620, if expertise in
a field other than accounting or auditing is necessary to obtain sufficient appropriate audit evidence, the auditor should determine whether to use the work
of an auditor's specialist. The auditor should evaluate whether the auditor's
specialist has the necessary competence, capabilities, and objectivity for the auditor's purposes. In the case of an auditor's external specialist, the evaluation
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of objectivity should include inquiry regarding interests and relationships that
may create a threat to the objectivity of the auditor's specialist.
.70 Paragraph .10 of AU-C section 620 states that the auditor should obtain a sufficient understanding of the field of expertise of the auditor's specialist
to enable the auditor to

r
r

determine the nature, scope, and objectives of the work of the
auditor's specialist for the auditor's purposes, and
evaluate the adequacy of that work for the auditor's purposes.

.71 Aspects of the field of the auditor's specialist relevant to the auditor's
understanding may include the following:

r
r
r
r

Whether that field of the auditor's specialist has areas of specialty
within it that are relevant to the audit
Whether any professional or other standards and regulatory or
legal requirements apply
What assumptions and methods, including models (when applicable), are used by the auditor's specialist and whether they are
generally accepted within that field of the auditor's specialist
The nature of internal and external data or information the auditor's specialist uses

.72 In addition, as stated in paragraph .12 of AU-C section 620, the auditor
should evaluate the adequacy of the work of the auditor's specialist for the
auditor's purposes, including
a. the relevance and reasonableness of the findings and conclusions
of the auditor's specialist and their consistency with other audit
evidence.
b. if the work of the auditor's specialist involves the use of significant
assumptions and methods,
i. obtaining an understanding of those assumptions and
methods and
ii. evaluating the relevance and reasonableness of those assumptions and methods in the circumstances, giving consideration to the rationale and support provided by the
specialist, and in relation to the auditor's other findings
and conclusions.
c. if the work of the auditor's specialist involves the use of source
data that is significant to the work of the auditor's specialist, the
relevance, completeness, and accuracy of that source data.
.73 Relevant factors when evaluating the relevance and reasonableness
of the findings or conclusions of the auditor's specialist, whether in a report or
other form, may include whether they are

r
r

presented in a manner that is consistent with any standards of
the profession or industry of the auditor's specialist;
clearly expressed, including reference to the objectives agreed
with the auditor, in the scope of the work performed and standards applied;
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based on an appropriate period and take into account subsequent
events, when relevant; and
based on appropriate consideration of errors or deviations encountered by the auditor's specialist.

Help Desk: For additional information on performing and reporting on SOC
2 engagements, see the SOC 2 guide Reporting on Controls at a Service
Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2) on CPA2Biz at www.cpa2biz.com/AST/Main/
CPA2BIZ Primary/SOC/PRDOVR∼PC-0128210/PC-0128210.jsp?cm vc=
PDPZ1.

Lessons Learned
.74 As stated previously, the SOC 1 and SOC 2 guides were developed
based on the requirements and guidance in AT section 801 and AT section
101, respectively. Throughout the past two years, as service auditors have
applied this guidance, questions have arisen and implementation guidance
has been subsequently developed. Both the SOC 1 and SOC 2 guides have been
updated to incorporate additional implementation guidance. Some of the more
significant areas where service auditors have had questions as they applied
this guidance include the following:

r
r

Management's written assertion
Evaluating exceptions

Management’s Written Assertion
.75 One of the requirements in AT section 801 is for the service auditor to
obtain a written assertion from management of the service.
.76 In accordance with paragraph .09 of AT section 801, in order for a
service auditor to accept or continue an engagement to report on controls at a
service organization, management of the service organization should provide
the service auditor with a written assertion about whether in all material
respects, and based on suitable criteria,

r
r
r

management's description of the service organization's system
fairly presents the service organization's system that was designed and implemented throughout the specified period.
the controls related to the control objectives stated in management's description of the service organization's system were suitably designed throughout the specified period to achieve those
control objectives.
the controls related to the control objectives stated in management's description of the service organization's system operated
effectively throughout the specified period to achieve those control
objectives.

.77 Exhibit A, "Illustrative Assertions by Management of a Service Organization," of AT section 801 presents an illustrative management assertion
that includes the criteria for each element of the assertion. The criteria for
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the fairness of the presentation of the description, suitability of the design
of the controls, and operating effectiveness of the controls are presented in
paragraphs .14–.16 of AT section 801, respectively.
.78 Management's assertion is to be included in, or attached to, management's description of the service organization's system. If management's
assertion is included in the description, it should be clearly segregated from
the description (for example, through the use of headings, because headings
are not a part of the description and the service auditor is not reporting on
management's assertion).
.79 Many service auditors question whether or not the management assertion is required to be signed. Practice has shown the following variations:

r
r
r

Signing the assertion with the name of the company
Signing the assertion by an individual (for example, the individual
that signs the management representation letter)
Not signing the assertion

.80 Both the SOC 1 and SOC 2 guides contain examples of type 1 and type
2 management assertions.

Evaluating Deviations
.81 For both SOC 1 and SOC 2 engagements, the service auditor evaluates
the results of tests of controls and the significance of deviations noted. In
addition, for a SOC 2 engagement, if the report addresses the privacy principle,
the service auditor evaluates the results of tests of compliance with the service
organization's commitments in its statement of privacy practices. In evaluating
the results of tests, the service auditor investigates the nature and cause of any
identified deviations and determines whether the testing performed provides
an appropriate basis for concluding that the control did not operate effectively
throughout the specified period.
.82 It is important for the service auditor to include sufficient detail in
the description of the deviations identified in tests of controls to enable the
user auditor to gain an understanding of what the deviation was and how it
occurred. The user auditor would gain such an understanding by having the
following information about the deviation:

r
r
r
r
r
r

The control that was tested
Whether a sample of items or the total population was selected
and tested
The nature of the test performed
The number of items tested
The number and nature of the deviations
The cause of the deviation

.83 If deviations in tests of controls have been identified, it may be helpful
to users of the report for management to disclose, to the extent known, the
causative factors for the deviations, the controls that mitigate the effect of the
deviations, corrective actions taken, and other qualitative factors that would
assist users in understanding the effect of the deviations. Such information
may be presented in the section of the type 2 report titled "Other Information
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Provided by the Service Organization." Information in this section is not covered by the service auditor's report. If management's responses to deviations in
tests of controls are included in the description of the service organization's system (rather than in the section of the type 2 report containing information that
is not covered by the service auditor's report), the description of the applicable
control and related control objective are usually included as well. In that case,
the service auditor should determine, through inquiries in combination with
other procedures, whether there is evidence supporting the action described by
management in its response. If the response includes forward-looking information, such as future plans to implement controls or to address deviations, such
information should be included in the section "Other Information Provided by
the Service Organization."

SOC Engagement Letters
Engagement Letter Practice Aid
.84 Paragraph .46 of AT section 101 requires the service auditor to establish an understanding with the client regarding the service to be performed.
That understanding should be documented in the working papers, preferably
through a written communication with the client. Typically, this understanding
is documented in an engagement letter. A documented understanding reduces
the risk that either the service auditor or management of the service organization will misinterpret the needs or expectations of the other party.
.85 In its basic form, an engagement letter for a SOC engagement states
the terms and conditions of the engagement, principally addressing the scope
of the engagement, its limitations, and the responsibilities of management
and the service auditor. However, accounting professionals have continuously
developed the content of the engagement letter to enhance its effectiveness and
usefulness and to protect the practitioner.
.86 Regardless of whether it is needed to meet the requirements of professional standards, a well-crafted engagement letter offers many benefits to the
practitioner, including the following:

r
r
r
r

It identifies the scope and limitations of services, the practitioner's
responsibilities, and the client's responsibilities prior to the engagement
It generally describes fees to avoid future fee disputes
It may include dispute resolution terms in the event of a disagreement
It mitigates potential failure to detect claims by identifying the
exact services the practitioner is providing and the limitations of
such services

Help Desk: For additional information and illustrative SOC 1, SOC 2, and
SOC 3 engagement letters, see the AICPA tool The Engagement Letter: Best
Practices and Examples at www.cpa2biz.com/AST/Main/CPA2BIZ Primary/
SASclarity/PRDOVR∼PC-APAEGLO/PC-APAEGLO.jsp?cm vc=PDPZ1.
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SOC Logos Versus SOC Seal
SOC Logos
.87

.88 There are two types of SOC logos; one is for use by service auditors
and the other is for use by service organizations. In order for a service auditor
to be able to display or use the SOC logo for CPAs, they must be a CPA (or a
CPA Firm) and comply with the guidelines and the requirements of the Board
of Accountancy in the state(s) in which they practice. In order to obtain a SOC
logo for CPAs, the service auditor must fill out the registration form available
on the AICPA website. The service auditor may use the SOC logo in connection with marketing and promoting SOC 1, SOC 2, and SOC 3 engagements,
but it can only be used in the form downloaded from the registration page
and may not be altered in any manner. Examples of venues that may display
the SOC logo include the service auditor's website (it must be hyperlinked to
www.aicpa.org/soc), marketing brochures, and presentations.
.89 The second type of SOC logo is for service organizations. A service
organization may use or display the service organization logo provided it has
received at least a SOC 1, SOC 2, or SOC 3 report issued by a licensed CPA. The
service organization logo may be used on the service organization's website as
long as it is hyperlinked to www.aicpa.org/soc. It may also be used on the cover
of the SOC report, but only in the form downloaded from the registration page.
As with the SOC logo for CPAs, the service organization logo cannot be altered
in any manner. The service organization may use the logo only for a period of
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12 months following the date of the SOC report issued by the licensed CPA. If
after the 12 months a new report is not issued, the service organization must
immediately stop using the logo.

SOC Seal
.90 In addition to a traditional report, a SOC 3 report can be delivered in
the form of a seal (SysTrust for Service Organizations) and displayed on the
service organization's website. The SysTrust for Service Organizations seal is
a registered certification mark of the AICPA and the Canadian Institute of
Chartered Accountants (CICA). Service auditors must be licensed by CICA
to use this seal. The SOC 3 SysTrust for Service Organizations seal can be
posted on a service organization's website after issuance of an unqualified SOC
3 report. For more information on licensure, go to www.webtrust.org.

Peer Review
.91 In order to be admitted to or retain membership with the AICPA,
members of the AICPA who are engaged in the practice of public accounting
in the United States or its territories are required to practice as partners or
employees of firms enrolled in an Institute approved practice monitoring program. If members are practicing in firms not eligible to enroll, members must
take it upon themselves to enroll in such a program if the services performed by
the firm or individual are within the scope of the AICPA's practice-monitoring
standards and the firm or individual issues reports purporting to be in accordance with AICPA Professional Standards. (Depending on how a CPA firm is
legally organized, its partner[s] could have other names, such as shareholder,
member, or proprietor.)
.92 The AICPA Peer Review Program is administered in cooperation with
a group of state CPA societies and the AICPA Peer Review Board's National
Peer Review Committee (National PRC) that elect to participate as administering entities. When a CPA firm is enrolled in the AICPA Peer Review Program,
its peer review will be administered by the administering entity in the state in
which the CPA firm's main office is located (if that state CPA society has elected
not to participate, by another administering entity) or the National PRC. The
AICPA Peer Review Board approves all administering entities.
.93 Effective for peer reviews commencing on or after March 1, 2013, SOC
1 and SOC 2 engagements were added to the list of engagements required to be
selected during a peer review. In October 2012, the Peer Review Board issued
Peer Review Alert 12-4, October Peer Review Update, which incorporates a section on SOC engagement selection. Peer Review Alert 12-4 states that SOC 1
and SOC 2 engagements can be included in the same pool of engagements for
purposes of engagement selection (for example, if a firm performs three SOC
1 engagements and three SOC 2 engagements, the reviewer is not required to
select both a SOC 1 and a SOC 2 engagement; selecting a SOC 1 engagement
will satisfy the requirement). If a firm performs both SOC 1 and SOC 2 engagements and a proper risk assessment determined that only one SOC engagement
is to be selected, ordinarily a SOC 1 engagement will be selected over a SOC
2 engagement due to the reliance upon the report by other auditors. Because
SOC 2 engagements are a new type of service, peer reviewers may deem it
necessary to select both SOC 1 and SOC 2 engagements. However, there may
also be situations in which it would be appropriate to pick one SOC 2 and not
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select a SOC 1 (for example, when a SOC 2 engagement has not previously
been selected and a SOC 1 engagement has, or when the CPA's SOC 2 practice
is growing and SOC 1 practice is stable).

Help Desk: The AICPA Peer Review website contains links to resources for
peer reviewers, CPA Firms, and the public and can be viewed at www.aicpa
.org/InterestAreas/PeerReview/Pages/PeerReviewHome.aspx. In addition,
several sections of the AICPA Peer Review Manual are available online at no
charge at www.aicpa.org/InterestAreas/PeerReview/Resources/PeerReview
ProgramManual/Pages/default.aspx.

On the Horizon
.94 Service auditors should keep up to date on developments and upcoming guidance that may affect their engagements. The following sections
present brief information about some ongoing projects that have particular
significance to those who perform SOC engagements. Remember that exposure
drafts are nonauthoritative and cannot be used as a basis for changing existing
procedures.
.95 Information on, and copies of, outstanding exposure drafts may be obtained from the various standard-setters' websites. These websites contain indepth information about proposed standards and other projects in the pipeline.

Trust Services Principles and Criteria Revision
.96 The Trust Information Integrity Task Force of the Assurance Service
Executive Committee is focused on updating and maintaining the trust services
principles and criteria. The updated trust services principles and criteria are
expected to be exposed during the third quarter of 2013. The revision to the
trust services principles and criteria will cover only the security, availability,
processing integrity, and confidentiality principles and criteria.
.97 Trust services is a set of professional attestation and advisory services based on a core set of principles and criteria that address the risks and
opportunities of IT-enabled systems and privacy programs. The following principles and related criteria are used by practitioners in the performance of trust
services engagements:

r
r
r
r
r

Security. The system is protected against unauthorized access
(both physical and logical).
Availability. The system is available for operation and use as
committed or agreed.
Processing integrity. System processing is complete, accurate,
timely, and authorized.
Confidentiality. Information designated as confidential is protected as committed or agreed.
Privacy. Personal information is collected, used, retained, disclosed, and destroyed in conformity with the commitments in the
entity's privacy notice and with criteria set forth in generally accepted privacy principles issued by the AICPA and CICA.
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The trust services principles and criteria can be found in TSP section 100.
Practitioners must be licensed by CICA to use these service marks.

Resource Central
.98 The following are various resources that service auditors engaged in
service organization control engagements and user auditors may find beneficial.

Publications
.99 Service auditors and user auditors may find the following publications
useful. Choose the format best for you—print, e-book, or online.

r
r
r
r
r

AICPA Guide Service Organizations: Reporting on Controls at a
Service Organization Relevant to User Entities' Internal Control
Over Financial Reporting (2013) (product nos. AAGASO13P [paperback], AAGASO13E [e-book], or WSOC1 [online])
AICPA Guide Reporting on Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2SM ) (product nos. AAGSOP12P [paperback],
AAGSOP12E [e-book], or WSOC2 [online])
AICPA Practice Aid Using an SSAE No. 16 Service Auditor's Report (SOC 1 Report) in Audits of Employee Benefit Plans (product
nos. 0610611 [paperback], APASOC112E [e-book], APASOC1O
[online])
Quick Reference Guide to Service Organization Control Reports
(product nos. PMA1203P [paperback] and PMA1203D [online])
Reporting on Controls at a Service Organization—SSAE No. 16
(product no. 023035 [paperback])

Continuing Professional Education
.100 The AICPA offers a number of CPE courses that are valuable to CPAs
working in public practice and industry, including the following:

r
r
r

Service Organization Controls (SOC) Introduction (product no.
150025 [CPE On-Demand])
R
Service Organization Control Reports
: SOC 1, SOC 2, and SOC 3
On-Demand Series (product nos. 780264, 780277, 780278, 780281
[CPE On-Demand])

Service Organization Control Reports: What Companies and Customers Need to Know (product no. 780279 [CPE On-Demand])

Visit www.cpa2biz.com for a complete list of CPE courses.

Online CPE
.101 AICPA CPExpress, offered exclusively through CPA2Biz, is the
AICPA's flagship online learning product. Divided into 1-credit and 2-credit
courses that are available 24 hours a day, 7 days a week, AICPA CPExpress offers hundreds of hours of learning in a wide variety of topics. Subscriptions are available at www.cpa2biz.com/AST/Main/CPA2BIZ Primary/
Tax/Research/PRDOVR∼PC-BYF-XX/PC-BYF-XX.jsp (product no. BYF-XX).
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.102 To register for individual courses or to learn more, visit www
.cpa2biz.com.

Webcasts
.103 Stay plugged in to what is happening and earn CPE credit right
from your desktop. AICPA webcasts are high-quality CPE programs that
bring you the latest topics from the profession's leading experts. Broadcast
live, they allow you to interact with the presenters and join in the discussion. If you cannot make the live event, each webcast is archived and available for viewing. For additional details on available webcasts, please visit
www.cpa2biz.com/AST/AICPA CPA2BIZ Browse/Store/Webcasts.jsp.

Member Service Center
.104 To order AICPA products, receive information about AICPA activities, and get help with your membership questions, call the AICPA Service
Operations Center at 888.777.7077.

Hotlines
Accounting and Auditing Technical Hotline
.105 Do you have a complex technical question about GAAP, other comprehensive bases of accounting, or other technical matters? If so, use the AICPA's
Accounting and Auditing Technical Hotline. AICPA staff will research your
question and call you back with the answer. The hotline is available from
9 a.m. to 8 p.m. ET on weekdays. You can reach the Technical Hotline at
877.242.7212 or online at www.aicpa.org/Research/TechnicalHotline. Members
can also e-mail questions to aahotline@aicpa.org. Additionally, members can
submit questions by completing a Technical Inquiry form found on the same
website.

Ethics Hotline
.106 In addition to the Technical Hotline, the AICPA also offers an Ethics
Hotline. Members of the AICPA's Professional Ethics Team answer inquiries
concerning independence and other behavioral issues related to the application
of the AICPA Code of Professional Conduct. You can reach the Ethics Hotline
at 888.777.7077 or by e-mail at ethics@aicpa.org.

AICPA Online Professional Library: Accounting
and Auditing Literature
.107 The AICPA has created your core accounting and auditing library online. The AICPA Online Professional Library is now customizable to suit your
preferences or your firm's needs. You can also sign up for access to the entire
library. Get access—anytime, anywhere—to the Financial Accounting Standards Board Accounting Standards Codification™; the AICPA's latest Professional Standards, Technical Practice Aids, Audit and Accounting Guides, Audit
Risk Alerts, Accounting Trends & Techniques; and more. To subscribe to this
essential online service for accounting professionals, visit www.cpa2biz.com.

Codified Clarity Standards
.108 The best way to obtain the codified clarity standards is with a subscription to AICPA Professional Standards in the AICPA Online Professional
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Library. Although the individual SASs are available in paperback, this online
codified resource is what you need to update your firm audit methodology
and begin understanding how clarity standards change certain ways you
perform your audits. Visit www.cpa2biz.com/AST/AICPA CPA2BIZ Specials/
MostPopularProductGroups/AICPAResourceOnline/PRD∼PC-005102/PC005102.jsp for online access to AICPA Professional Standards.
.109 You can also get the clarified standards in paperback format. Codification of Statements on Auditing Standards is published each spring and
includes the clarified auditing standards and the attestation standards. Professional Standards, which has the full complement of AICPA standards, is
published each summer.
.110 The codification of clarified standards includes various resources:

r
r
r
r

A preface, "Principles Underlying the Conduct of an Audit in Accordance With Generally Accepted Auditing Standards"
A glossary of terms defined in the standards
Appendixes describing the differences between GAAS and the
ISAs
A table mapping the extant AU sections to the clarified AU
sections

Financial Reporting Center of AICPA.org
.111 CPAs face unprecedented changes in financial reporting. As such,
the AICPA has created the Financial Reporting Center to support you in the
execution of high-quality financial reporting. This center provides exclusive
member-only resources for the entire financial reporting process and can be
accessed at www.aicpa.org/frc.
.112 The Financial Reporting Center provides timely and relevant news,
guidance, and examples supporting the financial reporting process. You will
find resources for accounting, preparing financial statements, and performing
various types of engagements, including compilation and review, audit and
attest, and assurance and advisory.
.113 For example, the Financial Reporting Center offers a dedicated section to the Clarity Project. For the latest resources available to help you implement the clarified standards, visit the "Improving the Clarity of Auditing
Standards" page at www.aicpa.org/SASClarity.

Industry Conference
.114 The AICPA offers service organization control engagement conferences throughout the year. The Service Organization Controls (SOC) School:
Advanced Guidance for Successful Engagements conference is a three-day conference designed to update attendees on recent developments related to service
organization engagements. For further information about the conference, call
888.777.7077 or visit www.cpa2biz.com.

Industry Websites
.115 The Internet covers a vast amount of information that may be valuable to service and user auditors, including current industry trends and developments. Some of the more relevant sites for service and user auditors include
those shown in the following table:
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Website

Summaries of recent
auditing and other
professional standards,
as well as other AICPA
activities

www.aicpa.org
www.cpa2biz.com

AICPA Financial Reporting
Executive Committee

Summaries of recently
issued guides, technical
questions and answers,
and practice bulletins
containing financial
accounting and
reporting
recommendations,
among other things

www.aicpa.org/
interestareas/
frc/accounting
financialreporting/
pages/finrec.aspx

AICPA Accounting and
Review Services Committee

Summaries of review
and compilation
standards and
interpretations

www.aicpa.org/
RESEARCH/
STANDARDS/
COMPILATION
REVIEW/ARSC/
Pages/ARSC.aspx

www.ifrs.com

Economy.com

www.economy.com

Financial Accounting
Standards Board (FASB)

www.fasb.org

USA.gov

www.usa.gov

Government Accountability
Office

www.gao.gov

International Accounting
Standards Board

www.iasb.org

International Auditing and
Assurance Standards Board

www.iaasb.org

International Federation of
Accountants

www.ifac.org

Private Company Financial
Reporting Committee

www.pcfr.org

Public Company Accounting
Oversight Board (PCAOB)

www.pcaob.org

Securities and Exchange
Commission (SEC)

www.sec.gov
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